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Tools, Technology, and Techniques for 
Mission-Critical Professionals and First 
Responders 
There are many mu.tua/ interests 

W ith each passing month, our critical infra
structures continue to expand, leaving mis
sion-critical professionals with a greater 

sense of urgency to institute procedures that ensure effi
cient communication with first responders while building 
on the lessons learned from past emergencies. It's more 
than just learning from our experiences but also acting 
with effectiveness when we are faced with emergency 
situations. In much the same way that each disaster alerts 
us to weaknesses in our energy, water, and communica
tion utilities, the vulnerabilities of our data centers are 
also highlighted, and every new exposed weakness pro
vides an opportunity for improvement. 

While not a detailed plan in and of 

the frequency and severity of storms, we must develop and 
pelfect our disaster response plans, and more specifically, 
improve how we collaborate and communicate with first 
responders. 

itself, NIMS enhances the cooperation among 

levels of government, the private sector, and 

the public at large and ensures interoperability 

among first responders and important 

stakeholders during a disaster. 

There are newly developed guidelines, methodologies, 
and standards that provide some collaboration and com
munication tools. Building on the 2003 "Interagency Paper 
on Sound Practices to Strengthen the Resilience of the 
US Financial System," the U.S . Department of Homeland 
Security developed the National Incident Management 
System or NIMS in 2008. NIMS is a comprehensive, flex
ible methodology for incident management that is scal
able at all levels and across many disciplines, providing 
an organized group of operational structures to facilitate 
coordinated actions between various organizations during 
emergency planning. While not a detailed plan in and of 
itself, NIMS enhances the cooperation among levels of 
government, the private sector, and the public at large and 
ensures interoperability among first responders and impor
tant stakeholders during a disaster. NIMS focuses on five 
key components : 

• Preparedness: Ongoing preparation, organization, train
ing, exercising, and evaluation of emergency manage
ment plans utilizing partnerships between the govern
ment and private sector. 
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As guardians of the nation's critical infrastructure, we 
cannot wait for a critical event to occur before we take 
action. We must be 'proactive in developing well-vetted 
plans as well as prepating and reheat·sing standard operat
ing procedures. Only a few months ago, Hurricane Irene 
wreaked havoc across the Northeast. We were extremely 
lucky that major cities were not under water. Imagine sump 
pumps being inoperable during a hunicane due to inad
equate maintenance or a lack of either utility or back -up 
power systems. With weather trends showing increases in 
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• Communications: Use of flexible communications and 
information systems allowing emergency management 
and first responders to employ a common operating 
picture. It stresses the use of interoperability, reliability, 
scalability, and portability to streamline communication 
between various entities. 

• Resource management: Efficient use and management 
of critical resources during emergencies. 

• Command and management: Provides a flexible, uni
form structure for incident management. 

• Ongoing management and maintenance: Continuous 
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Existing Tools and Technologies for First Responders 

Date Description 

FEMA 
http:/ /www.fema.gov/ 

National Incident Management 
System (NIMS) 
http://www.fema.gov/emer
gency/nims/ 

NYPD RealTime Crime Center 
http:/ /www.nyc.gov /htm 1/nypd/ 

NYPD Anti-Terror Command Center 
http:/ /www.nyc.gov /html/nypd/ 

FDNY Operations Center 
http://www.nyc.gov/html/fdny/ 

Lower Manhattan Security Initiative 
http:/ /www.nyc.gov /html/nypd/ 

Applied Science Center for Home
land Security asfhs.org 

V.C.O.R.E. Common Operating Envi
ronment/fourDscape Technology 
http://www. vcoresolutions.com/ 

Rio de Janiero Command 
Center http://www.nytimes. 
com/2012/03/04/business/ibm
takes-smarter-cities-concept-to
rio-de-janeiro.html 

Supports citizens and first respond
ers to ensure that as a nation we 
work together to build, sustain, and 
improve our capability to prepare for, 
protect against, respond to, recover 
from, and mitigate all hazards. Cre
ated NIMS to facilitate emergency 
management. 

A comprehensive, national approach to 
incident management that is applicable 
at all jurisdictional levels and across 
functional disciplines. 

A centralized technology center that 
gives field officers and detectives 
instant, comprehensive information 
regarding crimes. 

Command center for the Lower Man
hattan Security Initiative. Contains 
sophisticated equipment for moni
toring everything that is happening 
within New York City. Capable of 
viewing all NYC video cameras at 
one central location. 

Monitors communications and directs 
FDNY fire and EMS activities. Facili
tates emergency management and 
communication between response 
teams by funneling information to a 
central, remote command hub. 

Security initiative to increase surveil
lance effort in Lower Manhattan, 
NYC. 

Focuses and accelerates the transfer 
of technology and ideas into market 
driven products and systems to solve 
key problems in protecting our society 
against terrorist events and disasters 

Provides real time solutions for home
land security, emergency prepared
ness, and rapid response environ
ments. 

A centralized operations center that 
brings together data from 30 agencies 
to create the highest level of integra
tion of all other similar facilities. 

Table 7: Key first responder organizations in the New York area. 
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improvement and integration of best prac
tices and lessons learned. 
NIMS provides some methodology, but 

in today's complex regulatory environ
ment, firms must be compliant with current 
policies and regulations in order to operate 
efficiently and ensure that their critical 
infrastructure is prepared for any emer
gency. The National Fire Prevention Asso
ciation's (NFPA) Standard 1600 on Disas
ter/Emergency Management and Business 
Continuity Programs establishes a "total 
program approach" for disaster manage
ment planning with first responders. It sug
gests that a disaster recovery plan should 
address the following specific areas: First, 
organizations should align their incident 
management systems to allow cooperation 
with first-responder agencies. Second, the 
plan should ensure that communication 
systems within the facility are tested and 
maintained such as radios, telephones, and 
internet notification systems. Finally, the 
standard recommends that first responders 
should be provided with adequate training, 
clothing, and equipment when responding 
to a facility emergency. 

In addition to NIMS, Presidential Policy 
Directive 8 (PPD-8) calls for an integrated, 
layered, and all-of-nation preparedness 
approach. It calls for concrete, measurable, 
and prioritized objectives for mitigating 
risks. Frameworks include prevention, pro
tection, mitigation, response, and recovery 
for particular threats and scenarios and 
provide recommendations for supporting 
preparedness planning for businesses, com
munities, families, and individuals. The 
goal of this directive is to address the larg
est amount of people as possible to mitigate 
the effects of a disaster. 

A recent Heritage Foundation white paper 
analyzed Japan's response to the early 2011 
earthquake and tsunami and highlighted 
three "lessons to be learned" by the U.S. and 
the Department of Homeland Security. First, 
it suggested the adoption of a more decen
tralized emergency response and called for 
an end to "over-federalization" of decision 
making at the congressional level. Sec
ondly, it highlighted the fact that community 
awareness and the effective communication 
of risk saved more lives in Japan than their 
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Recent Major Disasters 

Date Location Disaster Effects 

October Thailand Major flooding Disrupted manufacturing industry and 

20th, 2011 affected 13.6 million people. 65 of 77 
provinces declared flood disaster zones 

September Pakistan Major flooding 5.4 million people affected 

13th, 2011 

August 28th, Northeast U.S. Hurricane Irene 2 million people lost power 

2011 

April-May Mississippi Damaging floods Disrupted 13 percent of U.S. petroleum 

2011 refinery output 

March 11th, Japan 8.9 earthquake and Widespread destruction and meltdown 

2011 tsunami of Fukushima nuclear power plant. 4.4 
million households without power. 

March 6th, Australia Tennis ball sized Approximately 500,000 customers 

2010 hail & tornadoes experienced a power outage during 
the storms 

November Brazil Major thunderstorm 20 turbines shut down at a hydroelectric 

10th 2009 station due to surges in demand cause 
by the storm, affecting over 80 million 
customers for about 7 hours. 

January 23rd, France Severe windstorm 1.1 million homes without power 

2009 

Table 2: Damage from selected natural disasters in recent years. 

extensive technological protection devices . 

Finally, it stressed the need for resilience of 

critical infrastructure, in particular its most 

"vital" element-the electric grid. 

Excellent examples for powerful tools to 

manage situations such as this can be seen 

at the Rio de Janeiro command center and in 

VCORE Solutions fourDScape (see figure 1). 

The command center brings together data from 

30 of the city's agencies on multiple screens 

and allows the city to quickly coordinate and 

mange responses to crisis shortly after they 

occur. fourDScape integrates numerous sen

sor and video feeds into a virtual environment 

that can be accessed vertically throughout a 

chain of command from managers to upper 

level decision makers as well as horizontally 

throughout emergency response teams. This 

keeps all involved parties up to date with criti

cal information, as it is available through an 

intuitive dynamic virtual user inte1face. 

In recent years, we have experienced 

record-breaking eruthquakes, floods, drought, 

lethal tornados, snowstorms, and the third 

most chaotic hurricane season ever recorded. 

In fact, the first half of 2011 saw $265 billion 

in economic losses, well above the previous 

record of $220 billion for 2005, the year Hur

ricane Katrina snuck (see table 2). 

These events established that the efficient 

interaction and communication with first 

responders is critical for an effective response 

to any disaster. When any emergency threat

ens our nation's critical infrastructure, the 

situation becomes more and more dire. As 

mission-critical professionals we must ask 

ourselves the following questions: 

• Do our plans include a contact list of 

emergency responders, such as police, 

fire, and EMT? 

• Has a liaison for communications with 

emergency services and first responders 

been assigned? 

• Does the plan define how to inte1face with 

first responders, utility companies, and 

other infrastructure and public authorities? 

• Have we prepared a list of "critical facili

ties" to include any location where a criti

cal operation is performed? 

• Are any internal corporate risk and com

pliance policies applicable? 

Developing a disaster response and busi-
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Figure 7. Screenshot of the fourDscape user interface. Courtesy of VCORE 
Solutions 

ness continuity plan is a cooperative task 

involving input and coordination from 

all departments within your organization, 

including key personnel from IT, facilities , 

human resources, and security, as well as 

vendors, external stakeholders, and corpo

rate suite. · Outside consultants should also 

be engaged to. provide feedback and conduct 

peer reviews of new plans. Adequate bud

gets must also be allocated, with a financial 

plan that ensures funds are well spent. 

A business continuity plan serves as a tool 

to effectively guide a company's perso~el 

through the impact and recovery of a disaster. 

Training and exercises should be conducted 

on a routine basis not only to test the plan 

but to ensure that key personnel are aware 

of their roles and responsibilities in regard 

to the plan. Now is a good time to ask: Have 

you determined which information from your 

continuity plan is needed by first responders 

in case of an emergency? Will your personnel 

know where/how to locate this infmmation 

during a disaster? This may include building 

plans, electrical one-line diagrams, emer

gency operating procedures, and other emer

gency response plans. Once this infmmation 

is compiled, it must be stored and maintained 

in a dedicated application hosted in a secure 

environment. This allows your personnel to 

support first responders by quickly providing 

the critical logistical information required 

during an emergency. 

The questions highlighted in this article 

are among some of the more important ones 

to consider when preparing your organiza

tion for an emergency; however there are 

many more that should also be considered. 

Today, there is no business that is immune 
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to disasters. Adequate preparation and training will allow the 
industry to benefit from firsthand emergency responder experi
ence. While only one percent of our infrastructure might be 
classified as "critical," it is imperative that first responders and 
mission-critical personnel identify this one percent and establish 
effective disaster recovery plans that will put it back in operation 
as soon as possible should disaster strike. Most of America's criti
cal infrastructure is operated by the private sector; are we prepared 

to protect it during an emergency? • 

t REPRINTS OF THIS ARTICLE are available by contacting Jill 

DeVries at devriesj @bnpmedia.com or at 248-244-1726. 
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Data center and emergency backup solutions 
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NEW PERSPECTIVES ON RELIABILITY 
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Wednesday, April 25, 2pm EDT 
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For more details, and to register, go to: 
http://webinars.missioncriticalmagazine.com 


